rOCYOAPCTBEHHOE BHOIKETHOE YUPEXIEHWE
NOMOJTHUTENBHOIO OBPA30OBAHUA «KYPUAJIOEBCKASA
NETCKO-FOHOLLECKASA CMOPTUBHASA LLIKOA
KYPYAJIOEBCKOIO PAVIOHA»

agMUHUCTpaTopa 6e30MacHOCTM MH(OPMALMOHHBIX CUCTEM MEPCOHANTbHbIX
AaHHbIX

I. OBLWME MNOJIOXXEHUHA

1.1. faHHaa WVIHCTpyKuma onpefenseT OCHOBHble 0053aHHOCTM W MpaBa
aAMUHUCTpaTopa 6e30MacHOCTM  MH(OPMAUMOHHBLIX  CUCTEM  MEePCOHabHbIX
AaHHbIX [BY A0 «Kypuanoesckas AHOCLL KypyanoeBCKOro panoHa.

1.2. AIMUHUCTpaTOp 6e30nacHOCTH NH(OPMALMOHHbIX cucTem
nepcoHa/lbHbIX faHHbIX (ganee - WCIAH) asngeTtca cotpygHukom AHOCLU u
HasHayaeTcA NPUKa3oM AUPEKTOpA.

1.3. PewleHne BOMPOCOB 06ecrneyveHnss MHOPMaLMOHHOW 6e30nacHOCTH
BXOAUT B MNpsIMble CNYy)XXeOHble 0053aHHOCTM agMUHUCTPaTopa 6e30nacHOCTU
NCIAH.

1.4. AgmnHucTpatop 6e3onacHoct VCIAH 06nagaeT npaBamn AocTyna K
NHOObIM NporpaMMHbIM 1 annapaTtHbiM pecypcamu AHOCLL.

Il. TEPMWHbI N OTMNPEAENTEHNA

2.1. ABTOMaTM3NpoOBaHHOe paboyee MecTo (APM) - nepcoHa/bHbIN
KOMMbIOTEP W MOAK/HOYEHHbIE K HeMy MepudepuiiHble YCTPOICTBA - MPUHTEP,
MHOTOYHKLMOHa/IbHbIE YCTPOWCTBA, CKaHepbl 1 T.4.

2.2. BNoKnpoBaHMe NepcoHasIbHbIX JaHHbIX - BPeMeHHOe MnpekpalleHune
06paboTKM NepcoHaNbHbIX AaHHbIX (32 MCK/IIOYEeHMEM Crly4yaeB, ecny 06paboTka
HeobxoauMa AN YTOYHEHUS MepCoHalbHbIX [AaHHbIX) (cm. 3 ®3 P® oT
27.07.2006 1. N 152-®3 «O nepcoHa/ibHbIX AaHHbIX»),

2.3. locTyn K nHgopmauum - BO3MOXXHOCTb MOyYeHUs UH(opMaLmMmn 1 eé
ncnonb3osaHms (cm. 2 ®3 PP ot 2*7.07.2006 1. N 149-d3 «O6 uHhopmaumu,
MH(DOPMALMOHHbLIX TEXHONOMUAX Y 3aLluUTe UHGopMaLmmn»).

2.4. 3awmTa nHopmaunm — AeaTeNbHOCTb Mo NPeaoTBPALLEHNIO YTEYKN
MH(OPMaLMK, HeCaHKLMOHMPOBAHHbIX WM HenpegHaMepeHHbIX BO3AENCTBUM Ha



MH(opMauMo, TO  eCTb  MPOLECC,  HarpaBfieHHbIM  HAa  LOCTUXKEHME
NH(OPMaLIMOHHOW 6€30MacHOCTMW.

2.5. IHopmaumna - ceefeHns (COO6OLLEHWs, [aHHble) He3aBUCMMO OT
(hopmbl X npeactaBneHuns (cm. 2 ®3 PP o1 27.07.2006 1. N 149-d3 «06
WHhopMaLmn, MHPOPMALMOHHBLIX TEXHONOMUAX 1 3aLLMTe NHPOPMALIA).

2.6. HhopmaymoHHasa cuctemMa nepcoHasibHbIX faHHbiX (ACIMAH) -
COBOKYIMHOCTb COfepXKalimxca B 6a3ax AaHHbIX MepCOHa/IbHbIX AaHHbIX U
obecneunBaronX Ux 06paboTKy MHGOPMALMOHHBIX TEXHOMOMMIA N TEXHUYECKNX
cpeacts (cm. 3 @3 PP o1 27.07.2006 1. N 152-D3 «O nepcoHasibHbIX AaHHbLIX»).

2.7. HecaHKUMOHMpoBaHHbIin goctyn (HCA) - Joctyn K MHgopmauun,
XPaHAWENCcA Ha pasMYHbIX TUnax Hocutened  (GYMadKHbIX, MarHWUTHBbIX,
OMTUYECKMX U T. [.) B KOMMbIOTEPHBbIX 6a3ax AaHHbIX, (DainIoBbIX XPaHUILLAX,
apxmBax, CEKPETHbIX YacTAX M T. 4. pa3/INyHbIX OpraHu3aunii NyTém MU3MeHeHus
(noBbiweHWs, hasbCUprKaLmm) cBoMX npas JOCTYMA.

2.8. Hocutenb vHgopmaumn - ntoboil mateprasibHblili 00BEKT UK cpeja,
MCMO/b3YEMbIA 415 XpaHEHWSA UK Mepeaadn HpopmMaumm.

2.9. ObpaboTKa MepcoHasIbHbIX AaHHbIX - f1l060e feicTere (onepawus)
WX COBOKYMHOCTb [eiCTBUIA (Onepauuii), COBepLUaeMbIX C WCMOb30BaHNEM
CpeAcTs  aBToMatM3auMm  waM 6e3  UCMOMb30BaHUA  TakKMX  CPeAcTB  C
MePCOHa/IbHBLIMM  AaHHBbIMK,  BK/OYas  cbop, 3anucb,  CuUCTematu3auuio,
HaKoMnJeHWe, XpaHeHWe, YTOYHeHUe (OOHOBMEHME, W3MEHEHWE), W3B/eYeHMe,
ncnosb3oBaHMe, rnepefady (pacnpocTpaHeHue, MpeaocTaBfieHne,  AOCTynN),
06e3nmMunBaHve, 6/10KMPOBaHNE, YaaneHe, YHUUTOXEeHNE NepCoHa/IbHbIX AaHHbIX
{cm. 3 ®3 PP o1 27.07.2006 1. N 152-P3 «O nepcoHaibHbIX AaHHbIX»).

2.10. MNepcoHasibHble fAaHHble - Nt0b6ad MHGpopmaumns, OTHOCALLAACA K
MPSAAMO WU KOCBEHHO OMpeAesieHHOMY Wav onpeaenseMomy (hU3nYeckomy fuLy
(cyObeKTY nepcoHasibHbIX AaHHbIX) {cm. 3 @3 P® o1 27.07.2006 1. N 152-$3 «O
MePCOHaIbHbIX AaHHbIX»),

2.11. CpeactBo  3aWmtbl  MHGopmaumum  (C3M) - TexHU4ecKoe,
nporpaMMHOe CPeACTBO, BellecTBO W (Mam) martepuan, npefHasHavyeHHble Wnn
Mcnosib3yemble 414 3aLMTbI MHPOpMALMN.

2.12. Yrpo3bl 6e30nacHOCTM MepCcoHaslbHbIX AaHHbIX (YBIAH) -
COBOKYMHOCTb YC/OBUM 7 (haKTOpOB, co3faroLmx 0MacHoCTb
HeCaHKUMOHNPOBAHHOIO, B TOM 4uC/le CNy4ailiHOro, AocTyna K MepCoHa/IbHbIM
[@HHbIM, pPe3ynbTaTOM KOTOPOro MOXET CTaTb YHWUUTOXEHWE, W3MEHEHUe,
610KMpOBaHMe, KONMpoBaHWe, pacnpoCcTpaHeHMe NepPCoOHasbHbIX AaHHbIX, a TakXke
MHbIX HECaHKUMOHNPOBaHHbIX AENCTBMIA MpU UX 06paboTKe B MHHOPMALMOHHOM
CUCTEME MepCoHasbHbIX AaHHbIX {MeToauKa OnpefeneHns akTyaslbHbIX Yrpos
6e30MacHOCTU NepPCOHabHBIX AAHHbIX MpY UX 006paboTkKe B MH(OPMALMOHHBIX
CUCTEMaxX MepCoOHa/IbHbIX [faHHbIX (YTBep>KAeHa 3aMecTuTenem AupekTopa
PCTIK Poccun 14 thespansa 2008 r.))

2.13. YHNUTOXEHME MNepCcoHa/IbHbIX AaHHbIX - [eiCTBUS, B pe3y/bTaTe
KOTOPbIX CTAHOBUTCA HEBO3MOXXHbIM BOCCTaHOBUTb COAEpPXKaHWe MepCcoOHasIbHbIX
[aHHbIX B WH(OPMaLMOHHOW CUCTEME MEePCOHa/IbHLIX AaHHbIX W (K1) B



pe3ynbTate KOTOPbIX YHUUTOXATCA MaTepuasibHble HOCUTeNM MNepCcoHasIbHbIX
AaHHbIX (cm. 3 @3 P® o1 27.07.2006 1. N 152-®3 «O nepcoHabHbIX AaHHbIX»).

Ini. 4O0J/IXKHOCTHBLIE OBASAHHOCTU

AamuHuctpaTop 6esonacHocT CIAH 0653aH:

3.1. 3HaTb nepeyeHb W YyCnoBUA 06PAbOTKM MEPCOHa/IbHLIX AaHHbIX B
AHOCLL.

3.2. 3HaTb NnepeyeHb YCTaHOB/EHHbIX B LLIKOME TEXHUYECKUX CPEACTB, B TOM
yncre CbEMHbIX HocuTenen, KoHpurypaumto WICTIOH v nepeveHb 3afad,
peLLaeMbIX € eé UCMosb30BaHUEM.

3.3. Onpegenats  nonHomouns nonb3osatened  WICTOH  (odopmneHue
paspelunTeNlbHOM CUCTEMbI  [JOCTYMa), MWHUMaIbHO HEOOXOAMMBbIX WM [ANs
BbIMO/IHEHUSA CNYXXEOHbIX (TPYLOBbLIX) 0053aHHOCTEMN.

3.4. OcywectBnaTb YY4ET N MEPUOAUNYECKUA KOHTPONb Haf COCTaBOM MU
MOSIHOMOYMAMM MO/Ib30BATENIe aBTOMATM3MPOBAHHbLIX paboyumx MecT (panee
APM).

3.5. OcywecTBnATb ONepaTMBHBLIA KOHTPO/Ib 3a PaboToil Mosib3oBaTenei
3alMIWEHHBIX APM 1 afekBaTHO pearnmpoBaTb Ha BO3HMKAIOLLME HeLITaTHbIe
cuTyaumn.

3.6. bnoknposatb LOCTYMN K MePCOHa/IbHbIM [aHHbIM MPU 0OHAPY>XeHUN
HapyLUeHWA nopagka nx 06paboTKu.

3.7. PearmpoBatb Ha MOMbITKW  HeCaHKLMOHMPOBAHHOIO AoCTyna K
MH OPMaLMW B YCTAHOB/IEHHOM CT. 4 HacTosLLen VIHCTpYKUMN.

3.8. YcTaHaBnMBaTtb W OCYLUECTBMATb  HaCTPOWKY CPefACTB  3alyThbl
NH(OpMaLMM B pamKax KOMMETEHLNN.

3.9. OcyLecTBNATL HEMOCPEACTBEHHOE YrpaBieHNe N KOHTPONb PeXxXnuMoB
paboTbl  (PYHKUMOHUPOBaHWUA MpumeHseMblix B WCIMOH cpeAcTs  3awyThl
MH(OpMaLWK,  OCYLLECTBNIATb  MPOBEPKY  MPaBUIbHOCTM  UX  HACTPONKU
(BbIGOPOYHOE TECTMPOBAHME).

3.10. Mepuognyeckn KOHTPONMPOBATb LENOCTHOCTL Mevateir  (niomo,
HakKneek) TEXHUYECKUX CPefcCTB, UCMOMb3yeMbIX 471 06paboTKM NepcoHasIbHbIX
[laHHBIX.

3.11. MpoBoanTb pPaboTy MO BbISBNEHWUIO BO3MOXHbIX KaHa/10B YTEYKU
MEPCOHANIbHLIX  AaHHbIX, M3y4yaTb TeKylMe TeHAeHUMn B 061acTu 3awuThbl
NepCcoHasIbHbIX JaHHbIX.

3.12. MNMpoBoanTL pa3bupatenibCTBa MU COCTaB/IEHNE 3aK/IOUYeHNI MO (pakTam
HeCOOM4eHNA  YCMIOBUIA  XPaHEHUS  HOCUTENEn  MepCOoHa/bHbIX  JAaHHbIX,
HapyLleHnsi npaBui paboTbl C TEXHUYECKUMU U MPOrpaMMHbIMK  CPeAcTBamu
NCIMAH, B TOM yucnie CO CPefcTBaMM 3alUMTbl MHMOPMAaLUKW, WX N0 APYrUm
HapyLLIeHAM, KOTOpble MOTYT MPUBECTUM K CHWKEHWUIO YPOBHA 3alLULLEHHOCTU
NepCoHasIbHbIX JaHHbIX.

3.13. MpepoctaBnate  goctyn K WCIAH HOBbIM  MOMb30BaTENAM,
NpPeLoCTaBNATb MM BO3MOXKHOCTb 33/laTb Mapo/ib, COOTBETCTBYHOLMIA TPebOBaHNAM
«/HCTPYKUMM MO OpraHmn3aumm NaposibHOW 3alLnTbI».



3.14. Mpon3BoaNTb MepPONPUATUA MO BHEMNAHOBOW CMeHe Maposei B
COOTBETCTBUM C «VIHCTPYKLME MO OpraHn3aumm naposibHoW 3aLiuTbi».

3.15. BHOCUTb NiaHOBble M BHEMMAHOBbLIE M3MEHEHUA B YYETHYHO 3anucb
nonb3osatenet VICIMAH, B TOM Yncne no TpebOBaHMIO PYKOBOAUTENS OTAENA U B
Cnyyae yBONIbHEHUA COTPYAHUKA.

3.16. OcyulecTBNATb  NepuoaMYecKoe  pe3epBHOE ~KoMnvpoBaHue  6a3
MePCOHa/bHbLIX AaHHbIX M COMYTCTBYHOLLEN 3allMLLAeMO MH(opMaUmMK, a Takke
OCYLLECTBMIATb  BHEMMAHOBOE CO3[aHWe pe3epBHbIX KoM Mo  TpeboBaHMIO
nonb3oBatenein WNCMAH M B MHbIX CAyyasx, Korga 310 Heobxogumo Ans
obecrneyeHnss COXPaHHOCTUN NMePCOHA/IbHbIX AaHHbIX.

3.17. OcyLLUeCTBNATL BOCCTAHOB/IEHME WMH(OPMaUMN U3 Pe3epBHbIX KOMWUiA
no TpebosaHutio nonb3oBatenen WCIMOH M B WMHbIX Cryyasx, Korjga 3To
HeobX0AMMO NS BOCCTaHOB/IEHUA YTPaYeHHbIX CBEAEHWIA.

3.18. XpaHutb ANCTPUOYTUBbI nporpammMHoro obecreyeHus,
yctaHoBfieHHoro B WICTOH, B TOM uwucne AUCTPUOYTMBbLI CPefCTB 3aluThbl
MH(opMaLMK, B MeCTe, MCKIHOYAOLEM HECAaHKUMOHUPOBaHHbIA AO0CTYN K HUM
TPeTbUX NN,

3.19. BHOCUTbL CBOM MNPELIOXKEHMA MO COBEPLUEHCTBOBAHWIO Mep 3alluTbl
MepcoHaNibHbIX  AaHHbIX B WICTOH, pa3paboTke W NPUHATAM  Mep MO
NpeLoTBPALLEHNIO BO3MOXHbLIX OMAaCHbIX MOCNeACTBUA HapyLUEHWI, NPUBOAALLMX
K CHUXXEHMIO YPOBHSA 3aLLULLIEHHOCTN NEPCOHANbHbBIX AaHHbIX.

3.20. 3HaTb 3aKoHOAaTenbCTBO P® 0 MEpCOHaIbHLIX [aHHbIX, CNeauTh 3a
ero N3MeHeHUAMN.

3.21. BbIMonHATL  MHblE  MeponpuATUA, Tpebyemble TEXHUYECKUMU 1
nporpaMmmMHbIMy cpeacteamu ICIMOH onsa noggepykaHus nx QyHKUMOHUPOBaHWA.

IV. AENCTBUA MNPY OBHAPY>XEHWW MOMbITOK
HECAHKUVOHWPOBAHHOIO JOCTYTIA

4.1. K nonbITKaM HeCaHKLMOHMPOBAHHOIO AOCTYMNa OTHOCATCA:

4.1.1. ceaHchl paboThl c NCIAH He3aperncTprupoBaHHbIX
Mo/sib3oBaTenen, nnu Mosib30BaTenein, HapyLMBLLUMX  YCTaHOB/IEHHYHO
NepMOAMYHOCTb AOCTYNa, WM CPOK AEWCTBUS MOTHOMOYMA KOTOPbIX UCTEK, WK
MpeBbILLALLNX CBON MOMHOMOUMA MO AOCTYNY K AaHHbLIM;

4.1.2. JeNCTBNA TPETbEro NnUa, MbITalOLWEerocs noayynTb AOcTyn (Mnm
y)xe nonyumswero pgoctyn) K WCIOH, npu UCnonb3oBaHUM YYETHOW  3anmcu
afiMMHUCTpaTopa unn gpyroro nonb3osatens VCIAH, meTogom nogbopa napons,
MCNONb30BaHMS Napons, pasrnaéHHoOro Bnagenbuem Y4YETHOM 3anuncm  uam
NHOObIM APYrM METOAOM.

4.2. Tlpn BbISIBNEHUN (hakTta HeCaHKLMNOHNPOBaHHOI 0 AocTyna
agMuHucTpartop 6esonacHocTn MCIOH 0653aH:

4.2.1. NpekpaTuTb HecaHKLMOHMPOBaHHbIN goctyn K CTAH;

4.2.2. [ONOXUTb AUPEKTOPY LUKO/MbI O (PaKkTe HeCaHKLMOHUPOBAHHOIO
[0CTYyna, ero pesynbrare (YCNewHbIiA, HeYyCreLwHbIin) 1 NPeanpUHATbLIX AeACTBUSX.



V. TIPABA

AamuHucTpatop 6esonacHoct MCIAH nMeeT npaso:

5.1. Tpe6oBaTb OT nosb3oBaTeneir VCIMAH BbINOMHEHUS WHCTPYKLMIA B
yacT paboTbl C nNporpaMMHbIMK, annapatHbiMKM  cpeactBamu VICTIOH 1
nepcoHasIbHbIMU AaHHLIMAN.

5.2. bnokuposatb fgoctyn K MePCOHaNIbHbIM ~ [aHHbIM  NIFOObIX
nosib3oBaTened, ecnm 3To HeO6X0AMMO N8 NPeA0TBPALLEHNS HapyLUEeHUs pexnmMa
3alLUMTbl MEPCOHATbHLIX AaHHbIX.

5.3. MpoBoanTb  BHeniaHOBble  aHTUBUPYCHbIE MPOBEPKMN npn
BO3HMKHOBEHUW YTpOo3bl NOAB/IEHUS BPELOHOCHLIX MPOrpamm.

5.4. [pon3BoanTb nepnognyeckmne NOMbITKW B3/10Ma naposein
nosib3oBaTesield B LensiX TeCTUPOBaHWUSA CUCTEMbI KOHTPOMSA AOCTYMa Ha Hamuuve
YA3BMMOCTe. B cnydae ycnewHOM NonbITKX - BripaBe TpeboBaTtb Y MoJib30BaTeNs
N3MEHEHUS Napons.

5.5. MNpoBognTb CnyXXebHble paccnefoBaHVs 1 onpallimBaTb Mosib30BaTeNei
Mo hakTam Heco6/AeHUS YCIOBUIA XPaHEHNS HOCUTENEN NePCOHabHbLIX AaHHbIX,
HapyLlleHns npasui paboTbl C TEXHUYECKUMU W MNPOrpaMMHbIMU  CPeacTBamMu
NCIMAOH, B TOM 4mncnie CO CPefcTBamMW 3aliMTbl MH(OPMAaLUKW, WAK MO APYrUMm
HapyLLEHWAM, KOTOPbIE MOTYT MPUBECTU K CHWKEHUIO YPOBHA 3alLULLEHHOCTU
MepPCOHa/IbHbIX AaHHbIX. \

VI. OTBETCTBEHHOCTb

6.1. AogmuHucTpaTop  6e3onacHoctv  WCIMIOH  HeCET  NepcoHasbHYHO
OTBETCTBEHHOCTb 3a COOMtoAeHMe TpeboBaHWMI HacToAwen WHCTpyKummM, 3a
CpeAcTBa  3aWnTbl  MHMOPMALMK, MPUMEHsieMble B LUKO/E, 3a KayecTBO
MPOBOAMMbIX MM paboT Mo obecrneyeHno 6e30MacHOCTM NePCOHAIbHBIX AaHHbIX U
3a BCe Ae/iCTBUSA, COBEPLUEHHbIE OT MMeHU ero y4éTHoi 3anmncm B ICIOH, ecnm ¢
ero CTOPOHbl He ObII0O  MPeAnpPUHATO  HEOOXOAMMbLIX — AEACTBUI AN
NpefoTBpaLLeHNA HECAHKLMOHMPOBAHHOIO MCMO/b30BaHUSA ero y4ETHON 3anuncu.

6.2. AoMuHucTpatop 6esonacHoct WCIIAH nNpy HapyLlleHWn  HOpM,
PErynvpyowmnx mnosyyeHne, 06paboTKy W 3aWMTy MepPCOHaIbHbIX [AaHHbIX
CyObeKTa, HECET AMCUUMNIMHAPHYKO OTBETCTBEHHOCTb.



